FERPA for Faculty and Staff
National Louis University is committed to the protection and confidentiality of student educational records, adhering closely to the guidelines established by the Family Educational Rights and Privacy Act.  The information on this page is provided as a guide for NLU faculty and staff to utilize in understanding their responsibilities related to FERPA.  When in doubt about any issues related to FERPA, please contact the University Registrar, Stacy Vlahakis (svlahakis@nl.edu), for assistance.
FERPA Overview
FERPA is the Family Educational Rights and Privacy Act passed by Congress in 1974. FERPA is designed to protect the privacy of students by limiting third party access to student education records. Maintaining confidentiality of student records is everyone's responsibility whether you are faculty, staff or student. As a general principle, you may not disclose student information in oral, written, or electronic form to anyone except NLU faculty and staff who have a legitimate educational need to know the information in order to perform their University functions.
What information may be shared
Only data defined as "Directory Information" may be released (when appropriate) without the expressed written permission of the student. No other information contained in a student's educational records may be released to persons or organizations without the student's prior written approval.
A chart below lists information that is frequently requested from student education records and indicates whether or not it is Directory Information.
When in doubt, DO NOT release information to others; consult the University Registrar. 
	Are the following items considered Directory Information?
	YES
	NO

	Student’s full name
	X
	

	Student’s mailing address and phone number
	X
	

	NLU email address
	X
	

	Dates of attendance at NLU
	X
	

	Academic major
	X
	

	Grades, GPA
	
	X

	Academic Standing (SAP, SAR)
	
	X

	Specific number of hours enrolled in a term
	
	X

	Enrollment status for a previous, current, or future term 
	X
	

	Current class schedule, including time/days/room
	
	X

	Degree(s) Awarded
	X
	

	Unmet requirements for graduation
	
	X

	NLU student account balance
	
	X

	Holds on a student’s account 
	
	X

	Ethnicity, Race, Gender, Age (or DOB) of a student
	
	X



FERPA Release
Students may submit a FERPA Release that allows NLU faculty and staff to share information with a specifically listed person.  In order to determine if a student has submitted a release, please check the SPACMNT screen in Banner, where the release information will be added by the Office of the Registrar within 48 business hours of receipt.  Note - If you do not have access to the Banner screen, please contact records@nl.edu with the student’s name and/or ID to check for a release.

Legitimate Educational Need
Not all student information should be shared with every other faculty and staff member at National Louis.  Under FERPA, a school official has a legitimate educational interest if the official needs to review an education record in order to fulfill his/her university responsibilities. This includes such purposes as:
· performing appropriate tasks that are specified in his/her job description or by a contract agreement 
· performing a task related to a student's education
· performing a task related to the discipline of a student
· providing services for the student or the student's family, such as health care, counseling, job placement, or financial aid
Legitimate educational interest does not convey inherent rights to access any and all student information. The law distinguishes between educational interest, and personal or private interest; educational records are not to be accessed or used for personal reasons. Educational interest does not constitute authority to disclose information to a third party without the student's written permission.
	Examples of Legitimate Educational Need
		Legitimate educational need
	Questionable educational need

	An Advisor/Coach discussing a student’s academic performance with a faculty member
	An Advisor/Coach sharing information with a faculty member about a mental health issue that the student has been battling

	Student Finance discussing a student’s FAFSA status, loan eligibility, or balance with an Advisor/Coach
	Student Finance providing detailed information on the student’s personal or family income with an Advisor/Coach

	An Advisor/Coach, Learning Support Specialist or Faculty member being aware of a student’s ADA accommodations
	The Student Experience team member or a student’s FWS manager being informed that the student has an ADA accommodation

	The outcome of a student’s student conduct hearing being shared with a counselor or specific staff with unique responsibilities
	The outcome of a student’s student conduct hearing being shared with faculty



FERPA in the Classroom
Through the normal teaching and learning process, faculty play a critical role in ensuring that feedback about a student’s academic performance is protected and confidential.  
Quick Tips on What Not To Do
· Do not publish grade data which identifies a particular student or students
· Grades should never be posted in a public place
· Never link in a public manner a student name, University ID, or Social Security Number
· Never require students to write their name and ID number on a sheet which is circulated in the classroom
· Do not circulate any information with grades in a classroom setting. It is better to distribute each paper directly to each student. Also, do not allow students to thumb through a stack of graded papers in order to find their paper
· Do not discuss the academic progress of a student with the parents of the student
· Never provide anyone with a list of students enrolled in your class
· Never provide anyone with student schedules or assist anyone other than university employees in finding a student on campus
Implications for Online Teaching 
· Student grades (and other educational records) cannot be discussed or displayed in the 
presence of others, including during online class sessions in Zoom or during office hours. 
· Grades may be posted only on FERPA-compliant platforms, such as D2L.
· Recorded Zoom sessions qualify as educational records for FERPA, because student names and 
images are displayed. Consequently, Zoom class recordings cannot be shared by the instructor 
with anyone not enrolled in the course.  
· NLU prohibits students from recording classes and sharing course materials outside of the course, without permission of the instructor.
· The following applications are NOT approved by LITS to store or communicate student records:
· Google Drive
· Email to non-NLU accounts
